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Personal Accountability: A user’s actions should affect them 
directly, rather than have the pain of network slowness be spread to 
the whole ResNet community.



Problem – Huge Nightly 
Outbound Traffic

$$$$

High outbound usage at night with no limits in effect. 
New StageNet (state network) policy allots base bandwidth allocation 
and charges for excess.
Inbound is bounded by the number of students in the residence halls.  
Outbound is bounded by the number of people on the Internet!



End of the story:
We provided the students more

bandwidth, and watched P2P use grow, 
without additional costs.

Spring
Break

$$$

Level without any rate limit. New rate limit trial started.



Initial Goal: segregate the top 10% of abusers;  
meant sacrificing 1.5 Mbps to discourteous users.

Percentage of resident hall students who reach 
the quota rises through the day.



Before

After

Slope of Kazaa traffic declines as 
more people reach their quota



Problem - Spikes

Tested nightly limits.  Nice slope down as more people reach 
quota, but large spikes occurred as quotas are reset to 0 at 6 am.



Probation

• Implemented the concept of probation.
• If a student was over their quota 
yesterday, their traffic will be limited.  
But the probation rate limits will be 5 
times the previous quota rate limits.

• Probation works well and keeps chronic 
offenders under control which avoids 
reset spikes.

• But it is complicated to explain to 
students.



kazaa spikes on left, not on right

Quota reset spike No spike Smaller
spikes

More P2P traffic, as expected



Gains
• User’s actions affect them directly, and them 

alone, rather than affecting the whole ResNet
community. 

• With this system we don’t have to decide which 
apps are “mis-behaved”.  Users monitor their own 
behavior.

• We don’t have to keep updating access-lists or 
wait for vendors to update code to recognize the 
latest P2P or other app.

• Our system won’t be affected when P2P apps start 
using random ports and/or encryption.



Closeup of Kazaa Spikes

Probation tends to smooth the spikes to be wider  and less tall.

Someone reached their quota in 15 mins. -- used 787.5 Mbytes.



Stealth Mode Deployment 
in Plain Sight

• No announcement to students.
• Provided info to Residence Life and RAs. 
• Provided web site with explanation and 

usage meter.
• No calls to help desk in the first week –

few since (2 complains, by friends of 
friends).

• Do you call the cable company if you 
are getting free cable?



Links to More Info.
University of Waterloo
• http://ist.uwaterloo.ca/cn/Residence/history.html
• http://ist.uwaterloo.ca/cn/Residence/rn-excess.html
• http://ist.uwaterloo.ca/cn/Residence/logic.html
University of Texas
• http://resnet.utexas.edu/
Charley Kline
• http://www.ncne.nlanr.net/training/techs/2001/0128/presentatio

ns/200101-kline1_files/frame.htm
Iowa State University
• http://www.ait.iastate.edu/policy/residence.html
Bruce Curtis’ GPN Presentation
• http://greatplains.net/activities/meetings/meeting-

20020418/presentations/BruceCurtis_files/frame.htm
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